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1 Table of Abbreviations

Abbreviation: Full Form:

VM Virtual Machine

DUT Device Under Test

PCle peripheral component interconnect express

2 Background

If the T408 Transcoder were ever to enter a crashed state (FW assertions, CPU exceptions, dead-
loops, etc.) there is no non-intrusive method to recover the device. Typical solutions would be to
power-cycle the host machine, or hot-swap the device. This step would either negatively affect
overall host functions or require manual interference to recover the transcoder which is
unsuitable for large-scale operations. This documentation provides a method to recover the
device inside the Virtual Mahine, rather than only bring the transcoder back to the host.

In order to recover the crashed device, a top-priority CPU interrupt was set in the FW such that
if the host software modifies the value in a reserved register to a certain value inside the T408
Transcoder. The register is pulling checked by the FW whenever the timer interrupt is routinely
issued. As a result, the DUT reset will be issued if the register’s value meets the preset number.
In the event of a DUT reset, the device will behave as if it were hot-swapped and the net effect
is a recovered device. However, the expected behavior of DUT reset also includes the
connection reset between the host and PCle device, which means the parsed PCle device
information inside VM is removed. There are a few mandatory steps have to be implemented in
order to parse the device into VM again.
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2.1 Intended Audience

This document is intended to help engineers/technicians/developers operating NETINT transcoders
troubleshoot common problems. Especially for readers who need to operate transcoders in Windows VM.

2.2  Compatibility

Software Compatibility

1.This guide is intended to be used with NETINT Codensity T408 Video Transcoder
software Release after V2.4.3.

2. In order to modify the DUT reset, the “Ispci” and “setpci” toolset are
required. Please use the NETINT compiled version of Ispci/setpci.

Hardware Compatibility
NETINT Codensity T408 Video Transcoder hardware.

Operating system

Known working environment:
CentOS 8 host with Windows 10 Virtual Machine.

For crash recovery in other platforms, please refer to “APPS018
— Crash Recovery Application Note”

3 Theory

In this example scenario, our T408 transcoder is parsed into Windows VM by PCle pass-through
method and hit an error condition of intentionally produced dead loop and is stuck in the main
loop. The device is only visible in the VM after PCle pass-through, which means all the
operations have to be done inside the VM until the DUT reset is issued. There are no responses
returning from the transcoder so any attempt to ping the T408 is ineffective.

The VM at this point may attempt to use the DUT reset to reboot the device.
To trigger the DUT reset, following steps are needed:

1.Unzip the NI_setpci.zip file into one directory. There should be five files including setpci.exe
and Ispci.exe. Open cmd or Windows power shell in this directory with privileged user.

2. find the PCle bus, slot, and function number of the offending card in Windows using Ispci tool:
.[Ispci.exe

sample output:
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da:00.0 Non-Volatile memory controller: NETINT Technologies Inc. Codensity T408 Video
Encoding-Decoding Accelerator

3.Use the NETINT version of setpci to trigger the dutreset.
./setpci.exe —dutreset da:00.0

sample output:

DUT Reset Entered

DUT Reset Completed

At this point T408 FW will have received the interrupt and reset itself. The Connection between
the host and T408 device will be lost and reset. We must implement a few steps to re-parse the
card into the VM. The following steps can be ignored if the Windows machine is used as host.

1. After DUT reset, the transcoder is just like a new inserted card in the host. We must unbind it
to the host and bind it to the Windows VM. First, we need to find the slot of device, which will
be the different slot shown in the VM.

Ispci|grep Non-Volatile
sample output:

3e:00.0 Non-Volatile memory controller: NETINT Technologies Inc. Codensity T408 Video
Encoding-Decoding Accelerator

2. Unbind the card with VM. The 1d82 0202 is fixed device ID for NETINT T408 card.
echo "0000:3e:00.0" > /sys/bus/pci/drivers/nvme/unbind
echo "1d82 0202" > /sys/bus/pci/drivers/vfio-pci/new_id

3. To bind the T408 with the Windows VM, a xml file containing the device information have to
be manually generated as below (Note the bus number is the number shown in Ispci):

<hostdev mode="'subsystem' type="pci' managed="yes'>
<source>
<address type="pci' domain="'0x0000"' bus="0x3e" slot="0x00'
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function="'0x00'/>
</source>
</hostdev>

4.Attach the device with the Windows VM:

virsh attach-device <virtual machine name> <xml file name>

At this point, the T408 is reset and can be seen in the Windows VM. The Ispci.exe tool can be
used again to check if the card is back to work.

4 Possible Side-effects or Shortcomings

. Not all hosts support re-attaching PCle device with active VM. Some hosts may still
require to shut down the VM and only can use the PCle device after next boot.

5 Revision History

Version Change Create Date Author

1.0 Document Created Nov 23, 2020 Weiwen Zhao

6 Legal Notice

Information in this document is provided in connection with NETINT products. No license, express or
implied, by estoppel or otherwise, to any intellectual property rights is granted by this document. Except
as provided in NETINT’s terms and conditions of sale for such products, NETINT assumes no liability
whatsoever and NETINT disclaims any express or implied warranty, relating to sale and/or use of NETINT
products including liability or warranties relating to fitness for a particular purpose, merchantability, or
infringement of any patent, copyright or other intellectual property right.

A "Mission Critical Application" is any application in which failure of the NETINT Product could
result, directly or indirectly, in personal injury or death. Should you purchase or use NETINT’s
products for any such mission critical application, you shall indemnify and hold NETINT and its
subsidiaries, subcontractors and affiliates, and the directors, officers, and employees of each,
harmless against all claims costs, damages, and expenses and reasonable attorney’s fees arising
out of, directly or indirectly, any claim of product liability, personal injury, or death arising in any
way out of such mission critical application, whether or not NETINT or its subcontractor was
negligent in the design, manufacture, or warning of the NETINT product or any of its parts.
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NETINT may make changes to specifications, technical documentation, and product descriptions
at any time, without notice. The information here is subject to change without notice. Do not
finalize a design with this information. The products described in this document may contain
design defects or errors known as errata which may cause the product to deviate from
published specifications.

NETINT, Codensity, and NETINT Logo are trademarks of NETINT Technologies Inc. All other
trademarks or registered trademarks are the property of their respective owners.

© 2020 NETINT Technologies Inc. All rights reserved.
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